[TPUHATO YTBEPX/JIEHO
[I€JarOTUYECKUM COBETOM npukazom no MbOVY «OOIL»
npoTokoa ot 31.08. 2020 r. Ne 1 c. Yerb-Jlbrka

o1 31.08.2020 r. Ne 258

HHCTPYKIUA
noJb3oBareJisi no padore 'MC «JuekTpoHHoe 00pazoBaHue»
C MIePCOHATBHBIMH JAHHBIMH

1. OO0wmme moJI0KEeHUA

1.1. Hacrosimas MacTpykuuss ompenenser oOmme  mpaBuja  paboThI
cotpynaukoB MbOY «OOIlL» c.Ycrh-JIbbka ¢ nepCOHATbHBIMU JaHHBIMU.

1.2. llepcoHanbHble JaHHBIE B DJJEKTPOHHOM BHJe oOpabarbiBaeTcs B
MH(POPMALIMOHHBIX CHUCTEMaX IMEepPCOHAJbHBIX JAHHBIX. Takke ycTaHaBIMBAeTCS OCOOBIM
HOpSIOK 00pabOTKHM M XpaHEHHs TIEPCOHAIBHBIX JaHHBIX, COACPIKAIIMXCS Ha OyMa)KHBIX
HOCUTEJISIX.

1.3. Tlonp3oBareneM sBhsieTcs Kaxaslidi corpyanuk MBOY «OOIl» c.Ycre-
JIpKa, y4acTBYIOUIMM B paMKax CBOMX (DYHKIIMOHAJIBHBIX 00s3aHHOCTEH B Ipoleccax Kak
aBTOMATU3UPOBAHHOW 00pabOTKM, Tak U O00pabOTKM ©0€3 HCHOJB30BAHUS CPEICTB
aBTOMAaTH3allMM MNEPCOHANbHBIX JAHHBIX, a TaKXKe HMEIOIIMN JOCTYN K anmnapaTHbIM
CpEICTBaM, IPOrpaMMHOMY OOECIEUEHHUI0, HOCUTENIIM HHPOpMalUd U CpeACTBaM
3aIUTHI.

1.4. Tlonb3oBaTens B cBOEH paboTe pyKOBOACTBYETCs HacTosAle MHcTpykiuei,
[IpaBunamMu 00paOOTKM NEPCOHANbHBIX JaHHBIX, PYKOBOJSIIMMH W HOPMAaTUBHBIMU
nokymentamu @CTOK Poccun u ®Ch Poccun u apyrumu nokymenramu MBOY «OOIL»
c.Yerb-JIbbka, periaMeHTUpYIOIIMMUA 00pabOTKY MEPCOHABHBIX TaHHBIX.

1.5. Meroauueckoe pykoBoacTBO Mo pabore Ilomp3oBaTens oOCyIIECTBISET
OTBETCTBEHHBIH 32 OpraHu3aInio 00pabOTKU MEPCOHATBHBIX TaHHBIX.

2. TepmuHBI U onpeaeIeHUs]

2.1. IlepcoHanbHbBIe JaHHBIC — JIF00ast HHPOPMALIKS, OTHOCSINASACS K TPSIMO WIIN
KOCBEHHO OIIPEJCIEHHOMY WM ompejensieMoMy (¢u3ndeckoMy JHLy (CyOBEeKTy
NEPCOHAIBHBIX JaHHBIX).

2.2.  OO6paboTka TepcOHANBHBIX NaHHBIX — JIO0OE JeiicTBHe (omeparus) HUiu
COBOKYITHOCTh JeHCTBUI (Omeparuii), COBEpIIAeMBIX C MCIOJIb30BAaHUEM CPEJCTB
aBTOMAaTH3allMM WM Oe3 MCIOJIb30BAaHHUs TaKUX CPEACTB C MEPCOHAJIbHBIMH JaHHBIMH,
BKJItoyass cOop, 3amMch, CHCTEMaTH3allMl0, HAKOILJICHHE, XpaHEeHHe, YTOYHEHHE
(oOHOBIIEHUE, W3MEHEHHE), U3BJICUCHUE, HCIOIb30BaHME, Nepenady (pacrnpocTpaHeHHe,
MpeaoCTaBlIeHne, JOCTYI), OOe3NMWYMBaHME, OJOKHMPOBAaHHE, YAAJCEHHWE, YHHUYTOXEHUE
NEPCOHAIBHBIX JIaHHBIX.

2.3. ABromaTtm3upoBaHHas 00pabOTKa TEpPCOHANBHBIX IaHHBIX — 00paboTka
NEPCOHATBHBIX JAHHBIX C IOMOIIBIO CPEICTB BEIYUCIUTENEHON TEXHUKH.

2.4. PacmpocTpaHeHHE MEPCOHATBHBIX TAHHBIX — JICHCTBHSI, HAlpaBJICHHBIC Ha
pacKphITHE MEPCOHAIBHBIX JJAHHBIX HEOMPEIeIEHHOMY KPYTY JIUII.

2.5. IlpenocraBiieHue TEepCOHANTBHBIX TAHHBIX — JIEHCTBHS, HaNpaBJCHHBIC Ha
pacKphITHE TEPCOHAIBHBIX JIAHHBIX OINPEIEICHHOMY JHUIy WJIH OIpEIeIeHHOMY KpYTy
JIUII.

2.6. HWudopmaunonHas cuctema nepcoHambHbIX JgaHHbIX (MCII[QH) -
COBOKYITHOCTh ~ COZEpXalluxcsi B  0a3aXx JaHHBIX NEPCOHAIBHBIX JaHHBIX H
o0ecrieynBaroOIuX UX 00pab0oTKy HHPOPMALIMOHHBIX TEXHOJIOTUI U TEXHUYECKUX CPEICTB.

2.7.  ABromarm3upoBaHHOE pabouee mecTto (APM) — mporpaMMHO-TEXHUYECKUT
KOMIUIEKC, TOCpencTBOM KoToporo Ilonmp3oBarenb BBINONHSIET CBOU JIOJKHOCTHBIE



00s13aHHOCTH (TIEPCOHATBHBIN KOMIBIOTEP, HOYTOYK, TEPMUHAT U T.I1.).

2.8. HecankumonmpoBauueii goctyn (HCI) — moctynm kx uHbopmammu,
HapYIIAOINUK TpaBUiia Pa3rpaHUYCHUs JOCTYNa C HMCIOJIb30BAHUEM INTATHBIX CPEICTB,
MPEIOCTABIIIEMbIX CPEJCTBAMH BBIYHCIUTEIILHON TEXHUKU WM aBTOMATH3UPOBAHHBIMH
CHCTEMaMH.

2.9. IlocropoHHue A — JHIA, KOTOPbIE HE UMEIOT MpaBa CaMOCTOSITEIHLHOTO
JIOCTYTIA B TIOMEIEHHE U (MJIM) He MMEIOT IpaBa caMmocrositeabHoro gqocrymna B UCIIH u
(M) HE UMEIOT JIOMYCKa K MEePCOHATLHBIM JIaHHBIM.

2.10. CpenctBo 3ammThl HHPOPMAIIUKA OT HECAHKITMOHHUPOBaHHOTO nocTymna (C3U1
or HCJl) — mnporpammHOe, TEXHHUYECKOE WU MPOrPAMMHO-TEXHHUYECKOE CPEACTBO,
HaIpaBJICHHOE Ha peOTBPAICHHE WIN CYIIECTBEHHOE 3aTpy/JHEHUE
HECaHKIIMOHUPOBAHHOTO JOCTYIA K WH(OPMAIIHH.

3. OO0M3aHHOCTH IMOJIb30BATEJIs

3.1. He pasrmamarhe mepcoHAIbHBIC JAaHHBIC, KOTOPhIE OYAYyT TOBEPEHBI HIIU
CTaHyT M3BECTHBI B XO0/€ pabouero mpoiecca BO BpEMS BBIINOJHEHHUS JIOJDKHOCTHBIX
(10roBOpHBIX) 00SI3aHHOCTEH.

3.2. He coobmare yCTHO WJIM MUCHBMEHHO, HE MepeAaBaTh B KaKOM-IHOO BUIE
TPETPUM JIMJAM H HE pPACKpbhIBaTh IMYOJWYHO TIEPCOHANBHBIC JaHHBIE 0e3
COOTBETCTBYIOLIETO pazpemenus pykopogutenss MbOY «OOIL» c.Ycre-JIbika

3.3.  3HaTh W BBHINOJHATH TPEOOBaHMS 3aKOHONATENBHBIX aKTOB Poccuiickoit
Oenepanuy, Hacrosimed  WHCTpyKUMM W JpYrHX  BHYTPEHHUX  JTOKYMEHTOB,
periIaMeHTHPYIOIUX MOPSA0K 00padOTKM NEPCOHANBHBIX JaHHBIX.

3.4. Bemonaiate Ha APM TOnpKO Te mpoueAypbl 00pabOTKH MEPCOHATBHBIX
JTAHHBIX, KOTOPBIE OIPEIEIIEHBI JOJDKHOCTHONW HHCTPYKITUEH.

3.5, 3Hate M  coOMOJAaTh  YCTaHOBJIEHHbIE  TpeOoBaHMA  0OpabOTKU
NEPCOHANBHBIX JaHHBIX, YyYeTy, XpaHEHUI0 W TIepechUIKe HOCHTENeH WH(OpMaImH,
o0ecreyeHnIo 6e30MacHOCTH MEePCOHATBHBIX TaHHBIX.

3.6. Hcmonp3oBaTh  aisi  XpaHEHUS  NEPCOHAIBHBIX  JAaHHBIX  TOJIBKO
OTpeieIeHHbIE MECTa XPAHEHUS M YUYTEHHbIE HOCUTENIN NIePCOHANIBHBIX TaHHBIX.

3.7.  HezamemmuTeNnbHO, B KpaTyalIKe CPOKH, COOOMATh PYKOBOAHMTEIIO 00
yTpare Wiu HeJocTaye HocuTelel nH(popMaly, yI0CTOBEPEHH, IPOIYCKOB, KIH0Uel OT
MOMEIICHUH, XpaHWwmMI, celdoB u o Ipyrux QaxrTax, KOTOpPHIE MOTYT IPHBECTH K
pasriameHHIo NepcoHaNbHbIX JaHHBIX.

3.8. Ilpu mpexpamieHuu paboT (TPYIOBBIX OTHOIIEHHWI) BCE MaTepHalbHBIE
HOCUTENM, COJEp)Kalllie MepCcOHaIbHbIE JaHHble ((Iel-HaKONUTEIH, JUCKETBHI,
ONTUYECKHE IMCKH, TOKYMEHTBHI, UYEPHOBHMKH, paclle4aTKH Ha MPUHTEpaxX, KHHO- H
¢doromarepuanbl, MOJENH, MPOMBIIIJIEHHbIE 00pa3lbl M Ip.), MepeaaTb PYKOBOIUTEIIO
MBOY «OOIII» c.Yerp-JIbnka.

3.9. Cobmonare TpebOBaHMs MAPOIBLHON MOTUTHKH (pazaen 4).

3.10. CobmonaTh TpeOOBAHUS AHTUBUPYCHON 3alTUTHI (pasen 5).

3.11. Tlonmp3oBatenu, wumMeromue BbixoA B HWHTepHeT, 00s3aHBl COOMIOIATH
mpaBujIa Ipu paboTe B CETAX CBSI3U OOIIETO MOJIB30BAHUS U (UITH) CETSIX MEXKIYHAPOIHOTO
UH(POPMALIMOHHOTO 0OMeHa (pa3nen 6).

3.12. Tlomwp3oBatenu, paboTaromuye C  JJCKTPOHHOW  TMOANMKUCHIO WU
UCToNb3ylonMe MmudpoBaHue, o0s3aHbl coOM0AaTh MHCTPYKIMIO MO OOpAIIeHUI0 CO
CpelIcTBaMU KpUNTOrpadruyecKoi 3amuThl HHOOPMaLUK.

3.13. DkpaH MOHHUTOpa B MOMELICHUU paclioyiaraTb BO BpeMsl pabOThI TaK, YTOOBI
UCKITFOYAIach BO3MOXXHOCTh HECAHKIIMOHHUPOBAHHOTO O3HAKOMIICHHS ¢ 0TOOpaXkaeMoil Ha
HUX MH(pOpMaIeil MOCTOPOHHUMH JIMLIAMH, IITOPHl HA OKOHHBIX MPOEMax JOJKHBI OBITh
3aBemIanbl (KATF03U 3aKPBITHI ).

3.14. 000 Bcex BBISBICHHBIX HapyIIECHUSX, CBSI3aHHBIX C MOPSAKOM 00pabOTKU
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NEPCOHANBHBIX JAHHBIX, & TAKXKE JJIS TOJIy4E€HUI KOHCYIbTAlUH 110 BoIlpocaM 00paboTKH
NEPCOHANBHBIX JaHHBIX, HEOOXOIUMO 00pamaTrbcs K OTBETCTBEHHOMY 32 OpPTraHU3ALUI0
00pabOTKM NEPCOHANbHBIX JAHHBIX.

Ioab30BaTeIsiM 3anpeniaeTcs:

3.14.1. Hapymatre ycranoBieaHsie B MBOY «COIll» c.lllenba00k HWHCTPYKIIUU
1o paboTe ¢ MepCOHATBHBIX TaHHBIX.

3.14.2. cmonb30BaTh KOMITOHEHTHI MPOTPAMMHOTO W aIlllapaTHOTO O0OCECIICUYCHHS
MBOY «OOI» c.VYcrp-JIbbka B HECTYKEOHBIX IENsIX.

3.14.3. OcraBiATh cBO€ pabouee MecTo 0e3 MPUCMOTpa, IPEABAPUTEIBHO HE
3a0JI0KMpOBaB  (IUTAaTHBIMH  CPEJICTBAMHM  ONepaloHHOW cucremMbl Windows —
koMmOuHanuen kmaBum [WIN] + [L] wim [CTRL] + [ALT] + [DEL] ¢ nmanpHedmmm
Ha)KaTHEM KHOINKHU «BJIOKHPOBKa» MOSBHMBIIETOCS MEHIO, JIMOO MpHU MOMOIIM IITaTHBIX
CPEICTB 3alHUThl HHPOPMALIUK OT HECAHKIIHOHUPOBAHHOTO JIOCTYIIA PH UX HAIUYMH).

3.14.4. OcraBnsaTh 6e3 mprCcMOTpa WM HEYOpaHHBIMU B XpaHHIuIIa (1mkad, ceid)
HOCHUTEIU WU IOKYMEHTBI, COJIepKalllie IepCOHAIbHbIC IaHHbIE.

3.14.5. 3anuceIBaTh U XPaHUTH NEPCOHATLHBIC TaHHBIE HA HEYYTEHHBIX HOCHTEIAX
uHpopManuu (ONTHYECKUX IUCKAX, TMOKMX MarHUTHBIX JIUCKaX, (paem-HakomuTensx |
T.IL.).

3.14.6. CaMOBOJIBHO ~ M3MEHATh COCTaB U KOHQUIYpalMIO  HCHOJIb3YEMBIX
IPOTPAMMHBIX, aIlllapaTHBIX, MPOrpaMMHO-aNMapaTHBIX ~ CPEACTB,  CaMOBOJIHO
yCTaHaBJIMBaTh IPOrpaMMHOE OOecreueHue, OTKII0YaTh/IIOAKII0YaTh 000pyI0BaHUE WIH
U3MEHSTH PEKUMBI €T0 PabOTHI.

3.14.7. CamoBonpHO monkimouath APM unmu npyrue cpeacrtsa k JIBC I'AY PK
«IUT», usmensats IP-anpec, MAC-anpec u nunbie HacTpoiiku cetu APM.

3.14.8. [IpousBoauTh JeNCcTBHA, HaIpaBJICHHBIC Ha HoJTy4yeHue
HECaHKIIMOHUPOBAHHOTO f0cTyna K APM u cepBepam, paBHO Kak U JIOOBIM IPYTUM y3JIaM
JIBC MBOY «OOLI» c.Ycrp-JIbpka mim MHTEpHET, B TOM YHCIE:

- NecTBuS, HarpaBJICHHBIC Ha HapyIIeHne HOPMAJILHOTO
(YHKIIMOHUPOBAHUS DIIEMEHTOB CETH (KOMIIBIOTEPOB, JPYrOro CETEBOTO0 O0OPYHOBAHUS
WY IPOTPaMMHOT0 o0ecrieueHus);

- YCTaHOBKA IPOrPaMMHOIO OOECHEeUeHHUsl, OCYILECTBISIONIEr0 IepexBar
uH(popMannu (MHPOPMAIIMOHHBIX TAKETOB), aAPECOBAHHOMN JAPYTUM MOJIb30BaTEIISM;

- JeicTBUS, HANpaBJIEHHbIE HA MOJyYeHHE HECAHKIIMOHMPOBAHHOTO JOCTYIA
K MH(POPMALIMOHHBIM pecypcam, B OCIETyIONEM HCIIOIb30BaHUU TaKOTO JOCTYIIA;

YHUUTOXKEHHE, MOJAU(]UKAIMSA IPOrpaMMHOr0 OOECHeueHusT WM JaHHbIX 0e3
cornacoBanus ¢ pykosoaurenaem MbBOY «OOI» c.Yerp-JIbpka uinym BiaagenblamMu 3TOT0
pecypea,

- HOMBITKM MOo00pa maposied K Jo0bIM HMH(POPMALMOHHBIM pecypcam
METOJIOM Iepebopa Bcex BO3MOKHBIX BapHAHTOB MapoJiei, 100 aTak Mo cIoBapio;

- YMBIIUJIGHHbIE ~ JIeMCTBUS ~ TO  CO3/IaHHIO,  MCIIOJIB30BAaHMIO U
pacIpoCTPaHEHUIO BPEAOHOCHBIX MPOTrpaMM, B TOM YHCJIE HANPaBICHHBIX Ha MOJyYeHHE
HECAaHKIIMOHUPOBAHHOTO JIOCTYIA K JIOOBIM WH(GOPMAIIMOHHBIM M CITY)KE€OHBIM pecypcam
(xax BHYTpu MBOY «OOILl» c.Ycrh-JIbbKa, Tak U BHE), IMO0 Ha HAapyIIEHUE LETOCTHOCTH
1 paboTOCTIOCOOHOCTH ITUX CUCTEM;

- JIeMCTBUS 110 CKAaHUPOBAHMIO JIOKAJIBHOW CETH C LIENbI0 OINpeNeNIeHus: ee
BHYTPEHHEH CTPYKTYpPBI, CIUCKOB OTKPBITHIX MMOPTOB, HAJTMYMUS CYIIECTBYIOIIMX CEPBHCOB
U ySI3BUMOCTEM.

3.14.9. CaMOBOJIBHO M3MEHATH MapaMeTphl CPEJCTB 3aIIUTH MH(OpMauu (B TOM
YyHUClie M CPEACTB AHTUBUPYCHOM 3alllUThI), a TaKXe 3aBepuiaTb HUX paboTy U (WUin)
CaMOCTOSITENIFHO UX YCTAHABIIMBATh.

CamocrosTensHO pa3pabaThiBaTh WM UCIIOJIL30BaTh HEpPErIaMeHTHPOBaHHbBIE (0e3
paspelIeHusT PYKOBOAUTENsI, HE OTHOCSIIMECS K IPOU3BOACTBEHHOMY IIPOIECCY)
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nporpamMmel (Hampumep: urpsl; IM-kinuentsl, Takue kak Google Messenger, ICQ u T1.11.;
P2P-knuenTsr: Kazaa, eMule u T.11.).

3.14.10. Pazpemath mOCTOPOHHMM JHIIaM padoTaTh IMOJA CBOCH ydYEeTHOU
3anuceto B UCII/IH.
3.14.11. [TepecbuiaTh IEpCOHAIBHBIE JAHHBIE 110 KaHAJIAM CBS3U B OTKPHITOM

BUJE, B ToM uyucie MHTepHeT, mo TenedoHy, (akcy, dJIEKTpOHHOW moute u T.1. (6e€3
UCTIOJIB30BaHUS CPEJICTB MU(POBAHMUS).

3.14.12. [Tonmyyath MOCTYIl K MEPCOHAIBHBIM JaHHBIM C PabOYMX MECT, He
000pyIOBaHHBIMH HEOOXOJMMBIMU CPEJICTBAMH 3aLUTHI HH(pOpMaLNH.
3.14.13. CaMOBOJILHO ~ CO371aBaTb COBMECTHO  HCIHOJIb3yeMbIE  CETEBbIC

pecypchl (mamku OOIIero JocTyrna) Ha CBOMX KOMIIbIOTEpax M (ailJIoBBIX cepBepax,
HECaHKIIMOHUPOBAHHO YJANIATH WIIM H3MEHATH MpaBa JOCTYIa K HUM.

3.14.14. B cityyae BO3HHMKHOBEHHUS JIFOOBIX MEXaHUYECKUX HEUCITPABHOCTEH B
000pyIOBaHUH OCYIIECTBISATH CAMOCTOSATENbHBIC MOTBITKH UX YCTPAHEHUSI.

3.14.15. [IpensTcTBOBaTh JOJKHOCTHBIM JIMIIAM IIPH TPOBEICHUH IPOBEPOK
U CITyeOHBIX pacciieIOBaHHi, CBI3aHHBIX ¢ 00ecredeHrneM 0e30macHOCTH HHPOPMAITUH.

3.14.16. Yaanare WM MCKaXkaTh MporpamMmbl U (ailiibl ¢ MepCOHATBHBIMU
JaHHBIMU U WMHOM BaXHOW MH@OpMaluen (Hampumep, CUCTEMHOM, HEOOXOIUMOW IS
dbyukuonuposanust UCIT/In).

3.14.17. VYMBIIUIEHHO HCIIOIb30BaTh HEJIOKYMEHTUPOBAHHBIE CBOMCTBA U
OIIMOKKA B MPOrPaMMHOM OOECIEYeHHH WJIM B HACTPOMKAaX CPEACTB 3allUThl, KOTOpHIE
MOTYT HNPHUBECTH K BO3HUKHOBEHHUIO BHEIITaTHOW cuTyanuu. OO0 OOHapy:KEHHU TaKoro
pola OmUOOK — CTaBUTh B HU3BECTHOCTh PYKOBOAMUTENS CBOETO TMOJpa3AeiieHUus u
COTPY/ZHUKOB, OTBETCTBEHHBIX 33 YCTaHOBKY M (WJIHM) CONPOBOXKIEHHE MPOTPAMMHOIO
obOecrieuenus  (AnMuHHCTpaTopa  0€30MacHOCTH  TEPCOHANBHBIX  JIAHHBIX B

UHPOPMAIIMOHHBIX ~CHCTEMax IEPCOHANBHBIX JTaHHBIX (Jajee - aJAMHHUCTPATOP
0€30MacHOCTH)).
3.14.18. ITonxmouare xk JIBC MBOY «OOIll» c.Yerp-JIbpka  JIUYHEBIE

CpeCTBA BBIYUCIUTENBHON TEXHUKU: HOYTOYKH, KapMaHHbIE KOMIIBIOTEPHI, CMapT(HOHBI U
T.I., @ TAK)K€ JIMYHbIE HOCUTENIM U HaKonuTenu uHpopManuu. B ciydae HE0OX0AUMOCTH
nepeHoca HMHGOpMaMUM € JIMYHBIX HOcHTedned wMHpopManuu  oOpamarbes K
OTBETCTBEHHBIM.

4. TlapoabHasi MOJUTUKA

4.1. OO6muwue TpeOOBaHUS K MAPOIISM:

- MunumanibHOe TpeOoBaHMe: OyKBEHHO-IIM(PPOBOM mapois. JKemarenbHO
WCIIOJIb30BaTh OYKBBI B BEPXHEM WJIM HHKHEM pEructpax, mupbl WK CIECIHATbHBIC
cuMBOJIBI (Hampumep: ~! @ #$ % & * () _-+=|\?/.,:;°1[{} <>.urnm).

- MunumanbpHas JUIMHa Taposist: He MeHee 6 (1IeCTH) CHMBOJIOB.

- MakcumanbHbIi CpoK AercTBUA mapois: 90 CyTok.

- 3amnpeT UCMoIb30BaHUS TPEX PaHEE UCTOJIb30BABIIMXCS MTAPOJICH.

— [Tapons I[Tonmb30Barenst He MOMKEH BKIOYATh B ce€0sl JIETKO BBIUKCISIEMbBIC
COUYETaHMs CHMBOJIOB, OOIIEPHUHSTHIE COKpAIICHUS, UMeHa, (PaMHUIUU, TOIDKHOCTH, TOX
POKJIEHUsI, HOMEp TacropTa, TadeapbHbI HOMEp, uHylo uHpopmanuio o Ilomp3oBarerne,
JOCTYIIHYIO IPYTUM JIHIIaM.

- 3anpemiaeTcs MCHOJNBb30BaTh B KAdyeCTBE TMAapoJii OJAWMH W TOT IKe
MTOBTOPSIFOIITUICS CHMBOJI JITOO TTOBTOPSIOIIYIOCS KOMOMHAITUIO U3 HECKOJIBKUX CUMBOJIOB.

— 3amperniaercss UCMOJB30BaTh B KadecTBE MapoJii KOMOWHAIIUIO CHMBOJIOB,
HaOMpaeMbIX B 3aKOHOMEPHOM TMOpsAIKe Ha KiaBuatype (Hampumep: 1234567, qwerty u
T.IL.).

4.2 TlpaBuia UCIIOIB30BaHUS APOJICHi:



- XpaHUTb B TailfHE CBOM MapoJib, HE COOOIIATh €r0 APYTHM JIUIIAM.

- He npenocrasnars noctyn B UCII[IH npyrum jmiaM moja CBOE€W y4eTHOH
3aIIUCBIO U MTAPOJIEM.

- W3MeHATh CBOM maposib NpU MEPBOM TPeOOBAaHUM TMOJUTUKU Mapoiiei
onepanronHoi cucteMbl u/umu UCIT/IH.

- Bo Bpems BBOoma maposieii HEOOXOIHMMO HCKIIOYHUTH BO3MOXHOCTH €r0
[10/ICMaTPpUBAaHMsI TIOCTOPOHHUMM JIMIIAMH WJIM TEXHUYECKUMU CPEJICTBAMU (BUIEOKaAMEPHI
u ap.).

- 3amnpemiaercs  3alMCbIBaTh CBOM IApOJM B OYEBUAHBIX  MECTaXx,
BHYTPEHHOCTH SIIIMKa CcToJla, HA MOHMTOpe APM, Ha 0OpaTHOIl CTOpPOHE KIIABHATYyphl U
T.J.

- 3anpemiaercs XpaHUTh MApOJIM B 3alIMCAHHOM BHJI€ HA OTAEJIbHBIX JIMCTaX
Oymaru.

4.3. CwMmeHa, ynaneHue JU4HOro naposis jaroboro Ilonas3oBaTens npon3BoAUTCS B

CIIEYIOIINX CIIyYasx:

- B CJIy4ae MOJAO03PEHHS Ha KOMIIPOMETALIMIO TTapOJIs;

- 110 OKOHYAaHUHU CPOKa JACHCTBUS;

- B Cllyyae MpeKpalleHus MOJTHOMOYMM (YBOJIbHEHHE, MEepexoa Ha IPYTyIo
pabory BHyrpu MBOY «OOIl» c.Ycre-Jlbika) Ilonb3oBaTenss mocie OKOHYAHMS
MOCIIEAHETO ceaHca padoThl B MHPOPMAIIMOHHBIX CHCTEMaX IMePCOHATbHBIX JIaHHBIX;

- 10 YKa3aHWIO OTBETCTBEHHOTO 332 OPTaHU3AIMI0 00paOOTKH MEPCOHAIBHBIX
JTAaHHBIX.

4.4. Ilpu yBOJIbHEHUH, IEPEXO/IC HA HOBYIO JOJKHOCTh COTPYIHUKA, UMEIOIIETO
JOCTYIl IOMHUMO CBOEM Y4YeTHOM 3amMcu K JApPYruM pecypcaM (MEXCETEBbIE 3KpaHbl,
MapIIPYTU3aTOPbI, CEPBEPHI, APYTrUe YYETHbIE 3alHUCH M T.I.) TaKKe MHPOU3BOIAUTCA
BHEIUIAHOBAsl CMEHA I1ApOJIEN K TAKUM pECypCaM.

5. IlpumeHeHHe JMYHBIX HICHTH(PHUKATOPOB B HH(POPMALIMOHHOM cuUcTeMe
NEePCOHAJIBHBIX JAHHBIX

[TpuBsizky uaeHTHQHUKATOpa K  IMOJb30BaTent0 (YY4EeTHOW 3amMcu)  BBIMOJHSET

a/IMUHUCTPATOP OE30MaCHOCTH.

5.1. TlonwzoBarenu UCII[H momydaroT cBOM HACHTHPUKATOP Y aJIMHHUCTpATOpa

0€30IMacHOCTH.

5.2. Tlomw3oBarenr MCII[IH o00si3aH XpaHUTh CBOM JHYHBIA HWIACHTUPHUKATOD B

HEJOCTYIHBIX I JPYTUX COTPYAHUKOB XpaHWJINIIAX.

5.3. Tlonw3osaremo UCII/IH 3anperniaercs iepeaBaTh CBOUW JTMYHBIN HICHTHPUKATOP.

54. B cinyuae yrepu nuuHOro wuAeHTHUdHKaTopa, mnosb3oBatens MCIIJIH nomxeH

HEMEIJIEHHO JIOJIOKUTh 00 3TOM aJIMUHHUCTPATOPY 0€30MMacHOCTH HH(OPMALIHH.

5.5. B ciydae mpekpalieHuss NOJHOMOYHMH ydeTHOW 3amucu mnoib3oBarens MCIIIx

(YBOJIbHEHUE, TIEPEXo]l Ha APYryr paldoTy, B APYroil OTAeN WM MOMEIIEHHE, a Takke

Jpyrue o0CTOSITEeNbCTBA) y4YeTHAs 3alHCh JOJDKHA OBbITh ynaleHa, a e€ HIACHTU(PHUKATOP

JOJKeH OBbITh CllaH aJAMHHHCTpATopy O0€30MacHOCTH HHGPOpMAIUU TOCIE€ OKOHYAHMS

MOCIIEAHETO ceaHca paboThl naHHOTro nonb3oBarens B UCIIH.

5.6. B ciayyae KOMIpoMeTaluy WIA YTEPH JIMYHOTO HACHTH(HKATOpPA IMOJIB30BATEIS

aJIMUHUCTPATOPOM O€30MaCHOCTH JIOJKHBI OBITh HEMEUIEHHO MpPEeINpUHATHl MEphl B

COOTBETCTBUH C 1. 5.7 HactosAmen NHCcTpyKun.

5.7. Anmvunuctpatop Oe3omacHOCTH UWHGPOpPMALUU JODKEH MPOBECTU CiIy)KeOHOe

pacciefioBaHU€e Ul BBIICHEHUS MPUYMH KOMIPOMETAllMM HJEHTHU(HUKATOpa C IENIbIO

BBIPAOOTKHM HOBBIX MJIM COBEPIIEHCTBOBAHUS MPUHATHIX TEXHUUYECKUX U OPTaHU3AIMOHHBIX

Mep MO YCTPAaHEHHUIO TaKOW yrpo3bl B OYIyIlEM, a TakKe BbISICHEHHIO BEJIMYMHBI yiiepoa,

KOTOPBII MOXKET OBITh HaHECEH COOCTBEHHUKY MH(OPMAITMOHHBIX PECYPCOB.



6. AHTHBHpYCHas 3alI[UTA

6.3. B caywae oTcyTcTBHA IITAaTHBIX (YHKIMHA aHTUBUPYCHOH NpPOTpPaMMBI,
IpeycMaTpUBaIOIIUX aBTOMAaTUYECKYl0 MpoBepKy (aiinos, Ilosnb3oBaTens 00s3aH
OCYILECTBIISITh MMPOBEPKY (HAaHIIOB MOTyIaeMBbIX:

- IO AJIEKTPOHHOM I10YTe;

- yepes ceTb IHTepHeT;

- Ha MarHUTHOM, ONITHYECKOM JHCKe, (hIIeI—HAKOIHUTEINE;

- MHOM ChbEMHOM HOCHUTeNe HH(OpMAIIHH;

— [IOJIyYE€HHBIE UHBIM CIIOCOOOM.

6.4. Ilepex OTKpBITHEM BIIOKEHHS (CCBUIOK) YOIUTHCS B TOM, UTO OTIIPABUTEIh
JNEMCTBUTENBHO IOCTal BaM 3TOT (aiyl, Jaxe eClId OH U JOJDKEH ObLI 3TO CIenaTb.
ITo3BoHuTe eMy camu. He noBepsiiTe MMEHH OTIIPABUTENS U YKa3aHHBIM B TEKCTE NMHCbMa
HOMEpaM TeJIe(OHOB, a TAaKXKe JMIaM, [T0O3BOHUBLIMM BaM CaMOCTOSTENBHO ¢ MPOChOOH
OTKPBITH (hailyIbl U IPOUTH 11O CCHUTKAM.

6.5. Iloxw3oBaremnto 3amperaeTcs:

6.5.1. OcymiecTBisATh ICHCTBUS, HANIPABICHHBIC HA BBIKJIIOYCHUE AaHTUBUPYCHOMN
POTrpaMMBl.

6.5.2. CamocrosTenbHO ycTaHaBIMBaTh HA APM mporpamMmmHoe obecrieueHue.

6.5.3. 3amyckath (aiinpl, MOTYYEHHBIE IO CETSAM CBSI3M (DPIEKTPOHHOM IMouTe,
WHTEepHET), CO CbEMHBIX HOCHUTENEH, aXKe €CIM OHU MOJy4YeHbl IPOBEPEHHOIO ajpecaTa,
6e3 npenBapUTENbHOM UX MPOBEPKH aHTUBUPYCHOM ITPOrpaMMOii.

6.5.4. Ilpu BO3HHMKHOBEHHH TOJO3PCHHS HAa HAJMYME KOMIIBIOTEPHOTO BHUpYCa
(netunuyHass paboTa MporpaMM, TMOsBIEHUE TIpadUuecKux U 3BYKOBBIX 3(PQeKTOB,
UCKXCHUH JTaHHBIX, Mporaganue (aiioB, 4acToe MOSBICHHE COOOMICHUN O CHCTEMHBIX
omnbOkax u T.1.) Ilomb30BaTens CaMOCTOSTENBHO WM BMECTE C OTBETCTBEHHBIM
(AIMUHUCTPATOpPOM 0O€30MaCHOCTH) JIOJKEH IPOBECTH BHEOYEPEAHONM aHTUBUPYCHBIN
KOHTPOJIb CBOET0 paboyero MecTa.

6.5.5. B caydae oOHapyXeHHs TpH TIPOBEICHHHM AHTHBHUPYCHOW TPOBEPKHU
BUpPYCHOTO0 3apaxeHus [loap3zoBarenu 00s3aHBbI:

- PUOCTAHOBUTH PaboTYy;

- HEMEIJIEHHO NOCTAaBUTh B HM3BECTHOCTh O (pakTe oOHapyKEeHUs BHUPYCHOIO
3apa)X€HHsI OTBETCTBEHHOMY (AIMUHUCTPATOPy 0€30IaCHOCTH);

- COBMECTHO C BJIaJIeNIbLIEM 3apa)KCHHBIX BUPYCOM (haillioB MpoBECTH aHAIM3
HE00XO/IMMOCTH JTaIbHEHIIIEro UX MCIOJIb30BaHMS;

- IIPOBECTH JICYCHHUE U YHUUTOKEHHUE 3apaKeHHbIX (Pailios.

7. Topsinok padorsl B UCII/IH u ceTH MHTEepHeT

7.3. Tomgxmouenne k UCII/Ix u cetn UHTEpHET

7.4. lensto padotsl [Tonp3oBarens B UCII[IH u cetn UHTepHET siBAsieTCst cOOp,
00paboTKa, XpaHEHUE TMEPCOHATBHBIX JTAHHBIX, OOMEH AJIEKTPOHHBIMH COOOIICHUSMU B
CITY)KeOHBIX IEISIX.

7.4.1. Jloctyn k UCIIAu u ceru MutepHer mnpenocrasisercs llonb3oBarensm
TOJILKO B TOM CITy4yae, €CJIM 3TO He MPOTUBOPEUUT TpeOOBaHUAM HacTosmeld MHCTpyKiuu
Y UHBIMU HOPMAaTUBHBIMU JOKYMEHTAMHU B 00JIaCTH 3alIUTHl HH(OPMAITUH.

7.4.2. octyn nosnb3oBatens k MCIIJIH nmst o6paboTKH MepCOHATbHBIX JaHHBIX
MPOU3BOJUTCS TOJILKO C pabOYMX MECT, Ha KOTOPBIX YCTAHOBJIEHBI CPEJICTBA 3aIUTHI
UHpOpMaLINH.

7.4.3. OcHoBaHumeM JuIsi TOAKIIOYeHUS coTrpyaauka MBOY «OOIl» c.Ycrs-
JIspka k UCIIH u cetu HTEpHET sIBIIIETCSI MOTUBUPOBAHHAS 3aBKa OTBETCTBEHHOMY 32
OopraHu3aIyioo o0padOTKH MEPCOHAIBHBIX JAHHBIX OT HEMOCPEICTBEHHOTO PYKOBOJUTEIIS
[Tonb3oBarens ¢ ykazaHUEeM MOJTHOMOYHUHN JOCTyIa K TAKUM pecypcam U CepBHCaM.

7.4.4., OTBETCTBEHHBIH 32 OpraHU3ANMIO0 00Pa0OTKU MEPCOHANBHBIX JTAHHBIX, JIN0O
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COTPYAHHK, BBIOJHSAIOMMK ero (QyHkiuu, opranusyetr noakiatoueHne k UCIIH wm
cetu Mnatepuer I[lonb3oBareneil B yCTAHOBJIEHHOM HOPSIAKE, OCYIIECTBIIAET KOHTPOJIb HaJl
MCIIOJIb30BaHUEM JIAHHBIX PECYPCOB U CEPBUCOB.

7.4.5. Tlocne BeimosHeHUs 3a1anuss OTBETCTBEHHBIN 32 OPTaHU3ANMIO 00PaOOTKH
MEPCOHAIBHBIX JAaHHBIX COOOIIAET MOJI30BATENIO BHIIIOJIHEHUH 3asBKH.

7.4.6. OcnoBanueM s oTkIr09eHus nonb3oBatens ot UCII/Ia u cetu UnTepuer
ABIIAIOTCS CIEYIOIINE COOBITHUS:

— HapylIEHUE WHCTPYKUMUH U HHBIX JIOKAJIbHBIX HOPMATHUBHBIX aKTOB B
o0acTy 3amuThl HHPOpMAINH;

- yBonbHeHue [lonp3oBaTens, 1100 nmepeBo ero B Apyroe noapasieicHue.

7.5. Tlopsgok paboTsl B cetu HTEpHET

7.5.1. Ucnons3oBanue corpyagaukaMm MBOY «OOII» c.Vcere-JIbka — cetn
WHTEepHET MOJKHO OCYIIECTBISATHCS HCKIIOYUTENIBHO ISl BBIMOIHEHHUS JOJKHOCTHBIX
00s13aHHOCTEN.

7.5.2. Undopmamus, oOpa3oBaHHas (oOpasyromjascs) B Mpolecce TPyAOBOi
nestenbHOCTH padoTHrka MBOY «OOIll» c.Ycrh-JIbpka — sBIsSieTCS COOCTBEHHOCTHIO
MBOY «OOIll» c.Ycre-JIbbka ¥ HE TOMJIEKHUT HCIOJIB30BaHUID (B TOM YHCIIC
HCIIOJIb30BaHUIO B ceTH MHTepHeT miM ¢ nmoMoipto cetu MHTepHeT) B AMUYHBIX LESIX U
(M) B KOPBICTHBIX MHTEpEcax APYTHX JIHI (OpraHU3aIlHii).

7.5.3. Ilpu mpoBeACHWHM TEXHUYECKUX pabOT, CBS3aHHBIX C HACTPOWKOMH
00opynoBaHusl (KOMMYHUKAIIMOHHOE 000pYAOBaHUE, MPOKCU-CEPBEPa, MapIIPYTU3aTOPhI
U T.IL.); B cly4ae OOHApy>KEHHs TMONBITOK HECAaHKIIMOHUPOBAHHOTO J1ocTyna K MHTepHeT-
nuito3y, APM  ITlonmb3oBareneii MOMKET MPOBOJUTHCS  BPEMEHHOE  OTKIIIOYCHHE
[Tonb30Bareneit oT cepBUCOB ceTH VHTepHET (B ciyyae IUIAHOBOTO OTKJIIOUEHUS
[Tonb30Bareny yBeAOMIISIOTCA 00 ATOM 320 1arOBPEMEHHO).

7.5.4. Bes umHbopmamms o pecypcax, INOCEmaeMbIX coTpyaHukamu MBOY
«OOM» c.Yerp-JIbka , MPOTOKOMUPYETCS U, NMPU HEOOXOIUMOCTH, MOXKET OBITh
IIpeIOCTaBlIEHAa PYKOBOJAUTENSAM MOAPA3EIeHN, a Takxke pykoBojacTBy MBOY «OOIL»
c.Ycrp-JIblka Uil IE€TaJIBHOTO U3YYEHUS U IIPUHATUS PELIEHUS O MEPaxX AUCLUIIIMHAPHOU
OTBETCTBEHHOCTH.

7.5.5. Ilpu pabore B cetn MuTepHet [lonb30BaTensm 3anperaeTcs:

- YMBIIUIEHHOE pAcCIpOCTpaHEHHE M TOJy4YeHHE MaTepualoB B/U3 CETU
WHTepHeT, nmpoTHBOpedalux 3akoHoaarenscTBy Poccuiickoit depepannu, B TOM 4YHCIIE
MaTepUasoB, MPONAraHAUPYIOIINX HACUIME WIM 3KCTPEMHU3M; Pa3KUTaOLIUX pPacoBYIO,
HAI[MOHAJBHYIO UM PETUTHO3HYIO BPaXy; Pa3bsSCHSIOMINX NOPSAAOK U3TOTOBIEHUS W/WIH
IIPUMEHEHNS HApKOTHKOB, B3pPbIBYATHIX BELIECTB, OPYXUA MU T. II.; MaTEpUajoOB
MOPHOTPapUUECKOro XapakTepa; KOMIBIOTEPHBIX BHUPYCOB M JIPYIMX BpEIOHOCHBIX
porpamm;

- nepenaBaTh B ceTb MHTepHET MHPOpMAIHIO, K KOTOPO B COOTBETCTBUU C
3aKOHOJIATeNIbCTBOM ~ OrpaHUYeH  JOCTyH  (TepcoHalbHBIE  JaHHBIE,  CIy)KeOHas
nHpopmarrs) 6€3 COOTBETCTBYIOIIETO Pa3pEIICHHS,

— danscudpunmponatrs [P-anpec, MAC-anpec, unble ajgpeca, UCHOIb3yeMbIE B
CEeTEBBbIX MPOTOKOJIAX, a TAKXKE MPOUyI0 MH(OPMAIMIO MPH Mepeslaue JaHHBIX Yepe3 CeTh
Nurtepner.

- IPEJOCTaBIATh JOCTYH B ceTh MHTEepHET co cBoel paboueil cTaHIul KOMYy-
an0o, B TOM 4YHCIE MPOrPAaMMHO-TEXHHUYECKUMH CHOco0aMH dYepe3 JIOKAIbHYIO
BeryuciuTeNbHYI0  ceth  MBOY  «COIll»  c.Illenps6ox (Hampumep:  myTem
HECaHKIIMOHMPOBAHHOW YCTAaHOBKH JIOKATbHOTO MHTEpHET-11UTI03a Ha paboyee MecTo);

- nojlyyaTb JOCTyn K cetu MHTepHer mo0bIMH crocobamu, He
MPElyCMOTPEHHBIMU  JIEUCTBYIOIIMMHU JIOKAJIbHBIMU JokyMeHTamu (MHcTpykuusimu,
[MpaBunamu, Pernmamenramu MBOY «OOIlly» ¢.Ycrb-Jlbnka );

- OCYIIECTBIISITh HECAaHKIIMOHUPOBAHHBIM JOCTYN K pecypcaM U cepBUCaM
cetu MHTEpHET.
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- BBITIOJIHATH JAeUcTBUS (B3oM, DoS (oTkaz B oOcmyxuBanuu), ARP-
spoofing aTaku, CKaHWPOBAaHHE JIOKAIHLHOW BBIYMCIUTEIILHOW CETH) HAIpaBICHHBIC Ha
HapylieHne (QYHKIMOHUPOBAHUS D3JIEMEHTOB cetn HHTepHeT (KOMMYHUKAIIMOHHOTO
000pyI0BaHUs, CEPBEPOB, paOOUNX CTAHIIUH, IPOrPAMMHOTO 00ECIICYCHUS).

7.6.  IIpaBuna pabGotsl [lonp30BaTeneil ¢ 3EKTPOHHOM ITOYTOM:

7.6.1. Tlomp3oBarenu 00s3aHBI KMCHOJIB30BATh AIEKTPOHHYIO TOYTY TOJIBKO JIJIsS
BBITIOJTHEHUS CITY)KEOHBIX 0053aHHOCTEH.

7.6.2. 3ampemaercsi OTHPABIATH (Paiiibl, colepiKallie MepCOHANBHbBIC JaHHBIC B
OTKPBITOM BHJIE (HE 3aU(POBAHHEIC).

7.6.3. 3ampemiaeTcs MaccoBas pacchlUlKa IMOYTOBBIX cooOmieHuit (6osee 100)
BHEITHUM ajJpecaram 0e3 corjiacoBaHMs ¢ PyKOBOJICTBOM (criama).

7.6.4. 3ampemiaercs HCIOIL30BaTh HE CBOM OOpAaTHBIM aapec MpH OTIPaBKe
ANEKTPOHHOMU MOYTHI.

7.6.5. 3ampemiaercs OTHPABIATH IO AJICKTPOHHOW I1OYTE HCIOJHSAEMbIE (HaiiTbl
(0OBIYHO MMEIOT pacuIMpeHHs exe, com, bat, jS, VbS u T.m.). B ciyuae HeoOXoauMocTu
OTIIPAaBKH TakuX (paiijioB, MOMENIATh UX B apPXUB M YCTAHOBUTH MAPOJIb.

7.6.6. Ilpucoemunsiemble (ailnbpl pPEKOMEHIYETCs YIaKOBBIBATH B apXuB TIpU
MIOMOIIU TIPOTPaMM-apXUBATOPOB.

7.6.7. KopropaTuBHbBIC pEKOMEH/IAIUN UCTIOIB30BaAHUS JICKTPOHHOMN MOYTHI:

- BbI TO/DKHBI OKa3bIBATh TO )K€ YBAXKCHHE, UTO U TIPU YCTHOM OOIIICHUH.

- Bbl  OMKHBI TIPOBEpATh NPABONKMCAHUE, TPaMMATUKy U JIBAKIbI
NEPEYUTHIBATH CBOE COOOIICHUE TIepe T OTIPABICHUEM.

- Bbl He JOJDKHBI y4acTBOBAaTh B PACCBHUIKE IMOCIAHHM, MEPEChUIACMBIX II0
IenoYKe (dYamie BCero JTO MHUChMAa PEIUTHO3HO-MHUCTUYECKOTO, Pa3BJICKATEIBHOTO
COJICpXKaHUA).

- Bbl He JOKHBI 1O COOCTBEHHOW WHHIIMATHBE IEPEChUIaTh  I10
MPOU3BOJIBHBIM aJjpecaM He3aTpeOOBaHHYIO HH(OPMAIIUIO.

- BbI HE JOKHBI pacchliaTh COOOIICHUS, KOTOPBIC SIBISIFOTCS 3JIOBPEIHBIMH,
pa3apakaronMH WIH COJCPIKANIIMH YTPO3bI JPYTUM TT0JTH30BATEIISIM.

— BbI HE HOKHBI OTIPaBIATh HUKAKMX COOOIICHUN MPOTHBO3aKOHHOTO WU
HEITHUYHOTO COACPKAHHUSL.

- BBl 107KHBI TOMHUTB, YTO 3JISKTPOHHOE ITOCTAHUE SBIISIETCS SKBUBAJICHTOM
MOYTOBOM OTKPBITKH W HE JOJDKHO WCIOIB30BAThCS IS TMEPECHUIKH TEePCOHATBHBIX
JTaHHBIX 0€3 UCIOJIb30BAHUS CPENICTB 3alIUTHI (MK (pOBaHHE).

- Bel HE JOKHBI HCIIONB30BaTh IIMPOKOBEIIATEIHHBIE BO3MOXXHOCTH
JIEKTPOHHOMN TIOYTHI 32 UCKITIOYCHUEM BBITTYCKa YMECTHBIX OOBSIBICHU.

— BbI He MOMKHBI KMCMONB30BAaTh KOPIMOPATHBHYIO AIEKTPOHHYIO MOYTY IS
MOCJIAaHU JINYHOTO XapakTepa.

— Bbl JOMKHBI HEYKOCHUTENBHO COONIOAATh MpaBWiIa U WUHCTPYKIHH H
MOMOTaTh aIMUHUCTpaTOpaM OOPOTHCS C HAPYIITUTENSIMU TTPABHIL

8. Ilopsinok padoThI €O CbEeMHBIMH HOCHTEISIMH HH(POPMALUH

8.3.  Ilox ucnonp3oBanuem Hocuresnen nupopmarmu B UCTIIa [Yupexaenue]
noHuMmaercs uX mnoakmoueHne kK uHPpactpykrype MCII[H c wnenbto o00paboTkw,
npueMa/nepenayn uHGopMauu Mexay MHGOPMAIMOHHBIMU CUCTEMAMU M HOCUTENSIMU
UHpOpMaLINH.

8.4.  JlomyckaeTcsl UCTIONB30BaHUE TOJIBKO YYTCHHBIX HOCHTENEH HH(MOpMAIIHH,
KOTOpbIe ABISIIOTCA coOcTBeHHOCThI0O MBOY «OOII» c.VYerp-JIbpka W moJBepraroTcs
PETYISPHON PEBU3UU U KOHTPOJIIO.

8.5. VYuer u BbIAUy ChEMHBIX HOCUTeNEH MHPOpPMAIMU OCYLIECTBISET JIHUIIO,
OTBETCTBEHHOE 3a OpraHu3aluio 00pabOTKM NEepCOHANbHBIX JAaHHBIX. DakT BblIAYU
HOcUTeNsl PUKCUPYETCS B J)KypHaJIe ydeTa MalllMHHBIX HOCUTeNel nH(OopMaIvy.
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8.6. Ecmu moctyn x WCII/IH mpou3BoauTCs TpH TOMOIIUA TEPCOHATBHBIX
unenrupukaropo (eToken, Rutoken, np.), To ¢akT noxyueHHs M CHAYH JIaHHBIX
UJECHTUPUKATOPOB  00s3aTeNbHO  (UKCUPYETCS OTBETCTBEHHBIM 3a  OPraHU3ALUIO
00pabOTKM NEPCOHANBHBIX JaHHBIX, B COOTBETCTBYIOIINX KYpHAIaX.

8.7.  B03MOXHOCTb NOJKJIFOUYEHUS HOCUTENIEH MHPOPMALIUK, a TAK)KE MOJydeHHUE
YUTEHHBIX HOCHTENEW MH(pOpMAIMU MpenocTaBisitoTcs llonb3oBaTensM Mo MHULIUMATHBE
PYKOBOJUTENEH CTPYKTYPHBIX [TOJIPA3/I€IECHUN B CIy4asx:

- HEOOXO/MMOCTH BBINIOJIHEHHsSI BHOBb TPHHATHIM pPabOOTHUKOM CBOMX
JIOJDKHOCTHBIX 00s3aHHOCTEHH;

- BO3HUKHOBeHUs y Ilonb3oBarens city:xeOHOH HEOOXOIUMOCTH.

8.8.  Ilpu ucnonb3oBaHUM HOCUTENCH HHPOPMAIIMK HEOOXOIUMO:

- UCTIOJIb30BaTh HOCUTENIM HWH(OPMAIMKM HMCKIIOYUTENBHO JISi BBITOJTHEHUS
CBOHX CIIY’)KCOHBIX 00s3aHHOCTEH;

- OepeKHO OTHOCHUTCS K HOCHUTEIISIM MIEPCOHATBHBIX JAHHBIX.

- obecrieunBarh (pU3MUECKYI0 O€30MacCHOCTh HOCUTENEH MHPOPMALUU BCEMHU
pa3yMHBIMHU CIIOCOOAMH;

- U3BELIATh OTBETCTBEHHOMY 3a OPraHU3aLUI0 OO0pabOTKU MEePCOHAIBHBIX
JMaHHBIX O (haKkTax yTpaThl (Kpaxu) HOCUTENeH HHPOpMAIIIH.

8.9.  IIpu ucmonbp30BaHUM HOCUTENIEH TIEPCOHAIBHBIX TAaHHBIX 3alIPEUICHO:

- UCIOJIb30BaTh HOCUTEIH NEPCOHATbHBIX JAHHBIX B JIMYHBIX LIEJIAX;

- nepeAaBaTh HOCUTENW [E€PCOHAIBHBIX JAHHBIX JpYyruM JumnaMm (3a
UCKJIFOUEHHEM aJIMUHUCTPATOPOB);

- XpaHUTh CHEMHBIE HOCHTEIH C IEPCOHAIBHBIMH JaHHBIMH Ha pPabO4HX
CTOJIax, TM0O0 OCTABIATh UX 0€3 MPUCMOTpa WM MepelaBaTh Ha XpaHEHUE IPYTUM JIMLaM;

- BBIHOCHTH ChbEMHBIE HOCHTEJH C NMEPCOHATLHBIMU JTAHHBIMH U3 CITYKEOHBIX
NOMEIIeHUH JUIst paboThI ¢ HUMU Ha IOMY U T. 1.

8.10. JIroGoe B3aummopeiicTBue (00paboTka, npuem/mepenada HHGOPMAIUN)
uHuIuupoBaHHoe [lomb3oBaTeneM MeXay MHPOPMAIMOHHOW CHCTEMOW M HEYYTEHHBIMHU
(JIMYHBIMU) HOCUTENSIMH MH(OpMAIIUK, paccCMaTPUBAETCs KaK HECAHKIIMOHMPOBAHHOE (32
UCKJTFOUEHHEM CITyJaeB OTOBOPEHHBIX C aJIMUHHCTpaTopamMu 3apaHee). OTBETCTBEHHBIH 3a
OpraHu3alio OOpaOOTKM NEPCOHANbHBIX JAHHBIX C MPHUBICYEHUEM TOMOUIM (€ciu
Heooxoaumo) cotpyaaukoB ['bBY Pecnyomuku Komu «IbW» Ha ocHoBanuu CornameHus
ocTaBIsIeT 3a co00i mpaBo OJIOKMPOBATH WIIM OTPAaHUYMBATH HUCHOJIb30BaHHWE HOCHUTENEH
uH(pOpMaLINH.

8.11. Hudopmauus 00  ucnonb3zoBaHuu  [lomp3oBaTensMu  HocuTesei
uHpOpMaUK B MHPOPMAITMOHHBIX CHCTEMaX MPOTOKOIUPYETCS W, MPH HEOOXOTMMOCTH,
MOXET OBbITh MPEAOCTABICHA PYKOBOAMUTENSAM CTPYKTYPHBIX MOJpPAa3/eNeHull, a TaKxke
PYKOBOJIUTEITIO.

8.12. B ciyuae BbIsiBICHUS (PAKTOB HECAHKIIMOHHMPOBAHHOTO W/WIIM HELEJIEBOTr0
UCTIOI30BaHUN  HOCHUTENleH WH(OpManum WHUIMHAPYETCS  CIIy)KeOHas  TPOBEpKa,
IPOBOUMAst KOMUCCHEH, COCTaB KOTOPOM OnpeensieTcss OTBETCTBEHHBIM 332 OpraHU3allUIo
00paboTKH MEepCOHATBHBIX JaHHBIX. [10 (haKkTy BBIICHEHHBIX 0OCTOSITENBCTB COCTABISETCS
aKT paccielloOBaHMS HMHIMJCHTa M  TepelaeTcs PYKOBOJUTEIIO  CTPYKTYpPHOTO
MOApa3/IeNICHNs JUIsl TIPUHATUS MEp COIJIaCHO JIOKaJbHBIM HOpPMAaTHUBHBIM akTam MBOY
«OOII» c.Yerp-JIbka u aeicTByIOLIEMY 3aKOHOAATENLCTBY PD.

8.13. Ilpu oTmpaBke WM Tepenade NEPCOHATBHBIX JaHHBIX ajpecaraM Ha
ChbEMHBIE HOCUTEIH 3alMChIBAIOTCS TOJIBKO MPEJHA3HAYCHHbIE aJpecaTaM JaHHbIe.

8.14. BeiHOC CBEMHBIX  HOCHTEJCH  TEepCOHAJIbHBIX  JAaHHBIX  JUIA
HEMOCPEACTBEHHONW TIepefjaud  aJpecary OCYIIECTBISETCS TOJBKO C MUCHbMEHHOTO
pa3pemIeHust pyKOBOAUTENS CTPYKTYPHOTO MOIPa3IeICHUS.

8.15. CwemHBICE HOCHUTENU MEPCOHANBHBIX JAHHBIX, MPHILNEIIINEe B HETOAHOCTH,
WIA OTCIY)KUBIIME YCTAHOBJIEHHBIH CpOK, IOAJEKAT YHUUYTOXKCHHIO. YHHUYTOKCHHE
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ChEMHBIX HOCHTEJICH C MEPCOHATBHBIMH JAHHBIMH OCYIIECTBIISICTCS KOMUCCHEH, COCTaB
KOTOpPOW OTpeeNseTcss OTBETCTBEHHBIM 33 OpraHHM3alfi0 O00pabOTKH IepCOHAThHBIX
naHHbIX. [1o pe3ynbTaTraM YHUYTOXKEHUS HOCUTEIICH COCTABIISETCS aKT.
8.16. B cnyuae yBOJbHEHHUS WM MEpeBoja pabOTHHKA B JAPYroe CTPYKTYypHOE
MOJpa3JIeICHUue, TPEIOCTABICHHBIE HOCHTEIM TEPCOHAIBHBIX JAHHBIX HM3BIMAIOTCS U
JIEJTAI0TCS COOTBETCTBYIOMIHE IOMETKH B )KYpHAJIE y4eTa MAllIMHHBIX HOCUTEICH.

9. IIpaBa moJib30BaTeJisi

9.3. HUcnonpzoBate UCII[Iln MBOY «OOIll» c.Ycre-JIbrka mIsi BBIIOJIHCHUS
JOJKHOCTHBIX 00SI3aHHOCTEH.

9.4. OOpamarbcsi K  OTBETCTBEHHOMY 3a  OpraHuM3aiuio  00pabOTKH
MEPCOHANIBHBIX JIAHHBIX JUISI KOHCYJbTAllMid MO IMOBOJY HCIIOJIb30BAaHUS MPOTPAMMHOIO
obecnieuenus u APM, Bornpocam 00pabOTKH NEPCOHAIBHBIX JaHHbIX.

9.5. HanpaBnath npeniokKeHus M0 yCTAHOBKE HOBBIX BEPCHIl CYIIECTBYIOIEIO
nporpaMMHOro obecriedenusi (¢ 000CHOBaHHEM HEOOXOJMMOCTH 3aMEHBbI CTApBIX BEPCHUl
Ha HOBBIC).

9.6. HampaBnsaTh npeuiokeHus o MOJEPHU3AINY TPOrPaMMHOT0 oOecreueHus,
paspabateiBaecmoro B MBOY «OOI» c.Ycre-JIbpka wunu mo 3akazy MBOY «OOII»
c.Yerb-JIboka .

9.7. HampaBnath TpeaioKEHHss MO  yCTAaHOBKE HOBOrO  (a  Takke
JOTIOTHUTEILHOT0) TpOorpaMMHOro obecredeHusl (C yKa3aHUEM IIeld HMCIOJIb30BaHUS,
[PEUMYIIECTB [IEpe]l CYIIECTBYIOIIUMHU aHAIOTAMH).

9.8. Hanpanate npemioxenus mo monaepHuzauu APM (3amMeHbl Ha HOBBIE
aHAJIOTH), ¢ 00sM3aTeNbHBIM OOOCHOBAaHMEM 3aMEHBI M YKa3aHHEM IPEUMYIIECTB Iepen
CYILIECTBYIOIIUMHU aHAJIOTAMHU.

9.9. TlonyyaTh KOHCYJIBTAIMA U PA3BSICHCHUS 110 HOPMATHBHBIM JOKYMEHTaM,
periaMeHTHpYIOUMM paboTy ¢ nepcoHadbHbIMU JaHHBIMM B MBOY «OOLI» c.Ycrs-
JIbrka.

10. OTBeTCTBEHHOCTH

[Tonb30BaTenh HECET TEPCOHANBHYIO OTBETCTBEHHOCTh 32 CBOM JCHCTBHS WM
Oe3zeiicTBrIE, KOTOPhIE MOTYT ITOBJICYb 32 CO0O0I pasriameHue MepCOHATBHBIX JaHHBIX, a
Takke 3a HapynieHne HopmainbHOro ¢yHkiuonupoBanus MCII[IH unm uX OTAETBHBIX
KOMIIOHCHTOB, HecaHKHHOHHpOBaHHBIfI I[OCTYH K I/IHq)OpMaHI/II/I B COOTBCTCTBUEC C
3aKOHOAATENsCTBOM Poccuiickoit denepanu U JIOKaJbHBIMH HOPMATHUBHBIMH aKTaMU
MBOY «OOII» c.Ycrh-JIbpka.

Bepno: mupexrtop J1.10.bensena MyHuumnnanbHoe MoanucaHo LuMdpPOBOI NOANNCHIO:
oloaKeTHoe MyHuuyunanbHoe GlofgKeTHoe
o6iieobpasoBatenbHoe ~ OOweobpasosarenboe

" yupexgeHune "OcHoBHasA
yupexaeHue "OcHoBHaA obLleobpasoBaTenbHas WKona" C.
obueobpaszoBaTenbHas YcTb-Jlbixa

wkona" c. Ycrb-J1bixka Hata: 2021.03.17 09:13:31 +03'00'
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[Tpunoxenue

JIuct o3Hakomiienns ¢ « MHCTpyKIMel M0JIb30BaTe s 10 padoTe ¢ NepCcoOHATbHBIMHA

JAHHBIMMW»
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